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OBJETIVO: 

Un plan de recuperación de desastres (DRP) es una solución estructurada y bien documentada que describe paso a 

paso la manera en que una organización puede reanudar su trabajo rápidamente después de un incidente no 

planificado ⏤como un incendio, una inundación o una falla de hardware⏤, garantizando la recuperación oportuna 

de activos y servicios de IT. 

Como tal, un DRP es esencial para la continuidad de un negocio, y frecuentemente se aplica a los aspectos de la 

organización que dependen directamente de la infraestructura de IT. La idea es que el plan permita a las empresas, 

en el corto plazo, recuperar rápidamente los datos y funcionalidad del sistema mínimos que se requieren para seguir 

operando, evitando la interrupción prolongada de procesos críticos. 

En tiempos en los que los delitos informáticos y las filtraciones de seguridad se vuelven cada vez más frecuentes, 

los DRP son fundamentales para mitigar el impacto económico de estas amenazas. La capacidad de manejar 

incidentes rápidamente no solo puede reducir el tiempo de inactividad, sino también minimizar daños financieros 

y a la reputación de la empresa. 

 

Contenido 
 

Module 1 Business Continuity and Disaster 

Recovery Overview 

• Business continuity and disaster recovery 

defined  

• Components of business 

• The cost of planning versus the cost of failure 

• Types of disasters to consider 

• Business continuity and disaster recovery 

planning basics 

•  

Module 2 Legal and Regulatory Obligations 

Regarding Data and Information Security 

• Current Regulatory environment 

• Information Security management 

• Case Study Legal Obligations Regarding Data 

Security 

 

 

 

 

 

Module 3 Project Initiation 

• Elements of project success 

• Project plan components 

• Project organization 

• Project implementation 

• Project tracking 

• Project close out 

• Key contributors and responsibilities 

• Project definition 

• Business requirements 

• Functional requirements 

• Technical requirements 

• Business Continuity and disaster recovery project 

plan 

• Business Continuity and disaster recovery in 

Energy Utilities 
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Module 4 Risk Assessment 

• Risk management basics 

• People, process, technology and infrastructure in 

risk management 

• IT specific risk management 

• Risk assessment components 

• Threat assessment methodology 

• Vulnerability assessment 

Module 5 Business Impact Analysis 

• Business impact analysis overview 

• Understanding impact criticality 

• Identifying business functions 

• Gathering data for the business impact analysis 

• Determining the impact 

• Business impact analysis data points 

• Preparing the business impact analysis report 

• Business Continuity and Disaster Recovery in 

Healthcare 

 

Module 6 Risk Mitigation Strategy Development 

• Types of risk mitigation strategies 

• The risk mitigation process 

• Developing your risk mitigation strategy 

• People, buildings, and infrastructure 

• IT risk mitigation 

• Backup and recovery considerations 

 

Module 7 Business Continuity/Disaster Recovery 

Plan Development 

• Implement risk mitigation strategies 

• Phases of business continuity and disaster 

• Defining BC/DR teams and key personnel 

• Defining task and assigning resources 

• Communications plans 

• Event logs, change control, and appendices 

• Business Continuity and Disaster Recovery in 

Financial Services 

 

 

 

Module 8 Emergency Response and Recovery 

• Emergency management overview 

• Emergency response plans 

• Emergency response teams 

• Crisis management team 

• Disaster recovery 

• Business continuity 

• Business Continuity and Disaster Recovery for 

Small and Medium-Sized Businesses 

 

Module 9 Training, Testing, and Auditing 

• Training for disaster recovery and business 

continuity 

• Training and testing for your business continuity 

and disaster recovery plan 

• Testing the BC/DR plan 

• Performing IT systems and security audits 

• IT systems and security audits 

 

Module 10 BC/DR Plan Maintenance 

• BC/DR plan change management 

• BC/DR plan audit 

• Plan maintenance activities 

• Project close out 

 

 

 

 

 

 

 

 

 

 


